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S.l. DISTRIBUE

¢ Informatique interne, externe, public

\ o m Virtualisation

0

Cloud Computing

s Interconnexion des S.I.
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GOUVERNANCE DU S.].

‘ AVAILABILITY ' PROBLEM CAPACITY
MANAGEMENT MANAGEMENT ‘ MANAGEMENT
EVENT INCIDENT | FINANCIAL CHANGE ‘ RELEASE
MANAGEMENT MANAGEMENT MANAGEMENT MANAGEMENT MANAGEMENT
, |
SERVICE LEVEL CONFIGURATION CONTINUITY
MANAGEMENT MANAGEMENT MANAGEMENT
2

N Passage d’une gouvernance tGChl’liCO centrée

A une gouvernance orientée business

A

¢ Emergence de normes, standards et «best

practices» (I.T.I.L., ValIT, CoBit...)
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SUPERVISION :
COMPLEXIFICATION

A

¢ Intranet ( Employ €s )

KA

% Extranet ( Fournisseurs, clients... )

Al

% Internet ( Public, prospects... )
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¢ Pas de possibilité d’agents de supervision

Iz

S

-

¢ Une vision non compléte de la chaine de
ressources ( hardware, environnement... )

Al

s¢ Localisation des ressources mises en ceuvre
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CONTROLES &
MESURES

2 NA 1 fes A
Techniques ¢ Utihisateurs 2 Métiers
s Utlisation des ressources % Scénarios s« Contrdles financiers
% Gestion des événements % Réponse des applications ¢ Calcul des cofits d’incidents
(performance)
% Alertes de sécurité % Calcul des impacts métiers
3¢ Controles fonctionnels
T e e o
P | g §
External Monitoring- _ - : - S
‘, Understand entire infrastructure and global ~he 7 [ <2
/  dependencies. Measure functionality and performance \\ fonc .' ] &
/ from a user's porspective \
/‘/ /“\ \ | 00
Internal Monitoring- bucne o : Ergonorr | 32
Understand internal infrastructure and T
T N . ¢S~ s s ~f v A - Architoactiira Iociciall
\ e i -
\ / // Couche 3 : Algorithmiq .:-;%
\ : / 30
\ i / Couche 2 : Systéme E 2

functions of a single
device

Couche 1 : Microprogramme
Couche 0 : Matériel
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CONSTAT

¢ Des solutions incompleétes

yAN

Management view Applicatif

Business indicators

Services Réseau
Bande passante, DHCP, HTTP, FTP, SMTP, FTP, ...

Systéme d’exploitation
Microsoft Windows, Linux, *BSD, HP-UX, 05/400, ...

Services indicators

Operational indicators

NA

¢ Vision uniquement technique et morcelée

A

¢ Ressent1 utilisateur non pris en compte

R

¢ Redondance non prise en compte
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CONSTAT

administrables et maintenables
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WebShop

WebSte

Intranet Portal

ERP Systemn

Testsystem 1
Testsysiem 2

Testspstem 3

Business Process Addon

¢ Des addons existants mais difficilement

Priarity 1

Alarth g row o) e clock (74 « /)

, m ﬂ currently 48 user sessions, 17 anonymous Sessions

, m Please note: This atternoon mantanance on WebServerl,
Production only on WebServer2

Priority 2

Alen g Moviay o Sieviay 7 00 to 2200

O :-’-j ﬂ Please note: This Saturday from 19:00 til 23:00 maintanance on the MadGatewayl

Priority 3

Alarth g Morviay to Hearsday 7 00 to V700, 1| acay 700 to 100

3
, ﬂ currently 61 user sessions
? -:G% n System resource usage 34%

Priarity 4

|lestsystens 10 Alerth g

Dummyhosts with Dummyserices

The System s relocation n the new RZ

? e
? NG
@ ek

The System s refocation in the new RZ

Status Details for WebShop

m E::::H- Status|Status Informatic

Internet Connection
Loadbalancer Cluster

ano | DNS Cluster
WebShop Frontend Servers
ERP System

111l
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% LOG.IO : Visualisation temps réel

History 1 - localhost:logio_harvester

106 22:01 0.08
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GESTION LOGS

¢ LOGSTASH : Pré-processeur de logs

logstash - sane log management

%
- system logs mongodb
4] servers > -
) application errors elasticsearch
\‘ 4»
h -
HEERCECCRN business events AMQP
— > —
= graylog2
4] routers cron logs x
(( A stack traces nagios
support >
Slmahillai network data websocket

ship any event to anywhere over any protocol
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GESTION LOGS

server

server

AMQP

server

bullshit
] appliance

J

STASH : Transport de logs

-
Y

elasticsearch

logstash node

logstash node

router

syslog

- nagios alerts

logstash node

router
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GESTION LOGS

% GRAYLOG2 : Architecture

seyv er2 server|

4

N7

,\ web Wterface Al qra «1Io¢12-ser vey

™

b

Movm'abe

AMEP broker
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GESTION DE LOGS

* GRAYLOG?2 : Centralisation de logs

analyscs hosts Blackists senngs

Welcome, |

T T — : eragr Weed by e b v wessages i e o e
Oane ot Severry Faciry Merra0e
van PV v/\"-\_r\ A J‘-—«vHJ-A
- arses semer (13194 (AONY CPLO (o wopmanssrgesd roma T
N Favorite streams
. - oo . . -

MorgoDE Repic aton

Fravce

Message collection

Jobs & Tasks

Tpmrs

. e g o

Sun Microsntormas [Ine. 1 6.0_20 oa Lous 263331 -9esaric-pae

1554

Used memory (Megabyte):
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SUPERVISION DE BOUT

EN BOUT

End-user Response View End-to-End Component View
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4 ; ‘
A s
=y BNLL
] Ll :
-
. Pk A e e - L
. ~
\\
\~
\tﬂ m | m | {ﬂ
A “a ' |
Al vt S - COAP S owe Bant Procummtr Sa o Cheal - -

A

# End User Experience

S

5¢ Ressenti utilisateur

% Scénarios fonctionnels

Al

s¢ Performance

Utilisateur

=i

Application

T

Systeme d'exploitation

Mateériel informatique
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Supervision pilotée par le comportement

2

¢ Rédaction par des fonctionnels

-
—

¢ Basé sur le comportement attendu

Feature: google.com
It should be up
And I should be able to search for things

Scenario: Searching for things
When I go to "http://www.google.fr/"
And I fill in "g" with "wikipedia"
And I press "Google Search"
Then I should see "www.wikipedia.org"
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http://www.google.com.fr
http://www.google.com.fr

END USER EXPERIENCE

TEST REPORT: GOOGLE SEARCH

FILE NAME: google_search-2011.02.11-16.28.32.CET.html

TEST DATE: | 2011.02.11 @ 16.28.32.CET Sl 100.00% Passed, 0.00% Failed

RUN TIME: 0 min, 12.32 sec BROWSER: Q ENV: PROD
TEST STEP RESULT

Verify contro
Check search text field
Check Google Search button
Check Feeling Lucky button

» *

Perfom Watir se

Check valid search results (1) End User Experience Performance Stats for www.monitoring-fr.org ‘Q ® %D
Check valid search results (2) AM e o — e -
Check valid search results (3) | pm—| -, -
D
[
_—
S\Vé. 2 l Wordpress Application .
| €mps rec == -
MysQL @
- Linux ‘
_§"é, D hb d Last events for www.monitoring-fr.org
K aS oaras (14:44) - ~: cPU20%
[14:05) ./ ~ : €PU 200% for 10 mn on Linux server
(13:52) . Apache process number s higher than the max threshold (20)
[12:52 ] =~ . Some slow queries on MySQL
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¢ Hypervision aka Supervision 2.0

A

s¢ Consolidation des solutions
existantes

2

¢ Alignement de la technique sur
le métier

Al

¢ Approche Globale vers détail
(Top Down)

Al

« APM & BAM & BDM
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[tération #1 s Ttération #2

7N

RU2

\

¢ Répondre A « % Répondre A «
Est-ce que mes Qu’est-ce qui ne
services sont fonctionne pas,
rendus d'un pourquol, quel
point de vue impact ? »

utilisateur ? »
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HYPERVISION
EVENEMENTS

Al

2¢ Tout est événement
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Al

¢ Contraintes ¢ Impactent ce qui est

observé depuis nos
2« Métier solutions de supervision

(out)

RV
K\

Financiéres

K7\

Al

¢ Ilmpactent les

S Techniques :
parametres de nos
. solutions de supervision
s¢ Calendaires s P
n

A

X Géographiques
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HYPERVISION
CORRELATION

B s #* Complex Event
Processing (CEP)
% Réseau
s Root Cause
2 Systemes Analysis
% Applicatives ¢ Impact Analysis
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PILOTAGE DU S.I

KEY PERFORMANCE INDICATORS (KPI) TOPOLOGIE RESEAU, SYSTEME, APPLICATIVE
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Poac! e & Cpnvety »ed
\ it Young B Peart Jam
RO e
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wad

boot swap et root

load and usage | tendance |
state and trafic, dns resolving, route consommation [tendance
lusage et idle, used, cached iconsommation [tendance |
number, mem consumption, CpY consumption consommation [tendance
proc_apache jnumber, mem consumption, cpU consumption iconsommation [tendance |
lproc_mysgl  inumber, mem consumption, CpU consumption consommation [tendance
c‘qk prot_apache |connexions number and transaction | tendance |
Nlprot_mysgl  connexions number and transaction tendance
[fle_apache [size, checksum, permissions, path | |
file_mysql size, checksum, permissions, path

cpu_apache |load and usage \consommation
cpu_mysqgl load and usage consommation
mem_apache Jusage et idle, used, cached iconsommation

\I
I

« Temps réel

Al
Z\;

(1486 ] . J71ASULISON | SYG [BO0]  © Secveqwde (800) 0K
[M405)  RICARZHA I PING - -

[y ) IS0IBULISOL | DLXE_COMPTENENDY
[12:52 ) ABRABULIS0L | REX_COMPTLIRENDY

# Dashboards —

(1352 ] J802ULISO3 | DEX_COMPTERENDY Transtet OX du Schver BOCAS AT, &0 amente ge (8
(1388 I89IBULISOL | SYG_[VMS] Spcvede [YM3) AVERTISIEMENT

Traratert O

(%) ABRABULISOL | DEX_COMPTERENDY
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PILOTAGE DU S.lI

HEALTH STATUS DASHBOARD FOR SELECT REMOTE COMPUTING AND APPLICATION SERVICES

Home Page Reponse (ma) Home Page Response (ms) >
» »
— Gox )SIL Jorce
Apen e !
Saesforce com

Google Apps Engine ol status B Overall Status
Rackspace Cloud Response Time - Response Time .

Trinet MR Services
Google Apps
Amazon Web Services

SAAS SERVICES

Ll

mazon

a:.:ia

web services
Overall Status -
Response Time .

Js

CLOUD/IAAS SERVICES

ol I Il l I | II'".} D:’ Hosted MS GOUSIC

L.; hJ Exchange

c1sco f s

Overall Status - Overal Status - Overall Status . Overall Status -
Response Tme (I Response Tme - Response Tme ([ Response Tme -

& & £

DATA CENTER - NETWORK, VOIP, VIRTUAL SERVERS HOSTED SERVICES

Al

¢ Prise en compte de |'ensemble du S.I.
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REPORTING DU S.I

¢ Temps diftéré = Reporting
2 SLA # Uptime

% Planifiés et A la demande

95%
99%
99.9%

99.99%

99.999%

99.9999%

876 hours
n/a 438 hours
two 9's 87 hours, 36 minutes
three 9's 8 hours, 45 minutes, 36 seconds
four 9's 52 minutes, 33.6 seconds
five 9's 5 minutes, 15.36 seconds
six 9's 31.68 seconds

,100- > -
o L
« 90 F
i
A 3 ol
N H
70 #
6 b+
w0
S ol
Z\§
KO S
20
10 F

Al
)

A : [ oo , 0.
4\ N Dec

Jan

+ SLA breakdown for: rsync_sjobergs

Feb

Service Level fAgreement

Mo

fpr

Fulfilled StA W Breached SLA

@ errirenn

-

”.7

May

Jun Jul g Sep

Ot
Period

SLA Conpliance

———— — CE— — — —
Jan (%)

Nov (W)
§9.000

Dec (%)

A
N3 SLA

99000

§9 000

Feb (%)
99000

Mar (%)

99 000

Apr (%)
99 000

May (%)
99 000

——— | — ——— ——— ———
Jun (%) Jul (%) Aug (%) Sep (%) Ot (W)

99000 99 000 99000 99.000 §9.000

R s el ey S0, B2, WGBE3IE,  9UTC OBUIE, LI, B2, BN, JWIE,
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REPORTING DU S.I
¢ SLLA basés sur ' End User Experience

A

¢ Prédétinis pour étre rapide

Loy S
- ld‘
g Nes L3 -
o Tirme
P
T y gnerated June 15, 200512
The erd pe 15 June 15, 2005 % 16, 2005 (! du
Lument compliance 15 91 65%, the goal 1s 85 00%

Trend Analysis Wl nof Dreach o current rate

Service Level Objectives (Summary)
! Clive sted with s weoight and the percentage of fulfilliment. The fuliliment the

§ and the comphiancy of the Qualy of Semvice constramts defined within the Si1

. The time it takes Tor the oLl webpage 10 download and come ready after being
& |80 Launct s a0 18 8 50
entered into the browse! should not exceed 7 seconds
—— — it e - ——
& |sBilloan Time The hme it takes 101 ™he user %0 login to EbIN should not exceed 7 seconds a0 SRR 85 0
The hme 1 1akes 100 e user's bling repon 10 Be retndved and Gisplayed after it | A
a ebl 9 w0 100 0 0
—_,—— ek elecied by the user should not exceed 7 seconds
né i » - " o yaaed-out " orwni A ar ame e § "
‘ e84l Logof The ime It takes 101 the 0N 10006ed-0ut pAgS 20 download and Come ready aner - 100 00 8% 0
L—— the 0gof bution 15 pressed by the user should not exceed 7 seconds
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CAPACITY PLANNING

¢ Métrologie

Al

¢ Redéhnition des graphes de supervision

¢ Temps réel

-
~

¢ Dynamique

¢ Historique
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ARCHITECTURE

R l Configuration

s Event Driven Architecure

A  Reporting
> T

Al

¢ Bus messages

2

¢ Moteur d’hypervision

Core »
Webservice
Rules Engine

4

[ Bus AMQP }

Zabbix  |Shinken | Nagios | Logs

Res;oumés SI }
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